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1. http://gravityzone.bitdefender.com &
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Bitdefender

GravityZone

Log in with your Control Center credentials

W S45k@n ate . com

Forgot password? English BB ~

AeE S 2 HE

—_

1239 & 2% A

MEH &

= 'My Account'E

2. ‘Change password’ £ 2 &2|610] | AQES HZATHL|C}

3. Timezone' & 22510 EZA|E Asia/Seoul 2 H
i A

4. ‘Session Timeout’ | & 3

I 7X Azt

o -

At ok

[on=]

St A
HEE S 9

MERL L.

St

Welcome, BDC

My Account
My Company
Integrations

Credentials Manager

Logout

Account Details

Full name: * BDC
Email * enguy@hanmail.net
Change password
Settings
Timezone: (GMT +09:00) Asia/Seoul o
Language: English N

Session Timeout: 2h -
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Configuration

2= ME MEHE 5 ‘My Company'S MEiStL|CE
=

1
2. 'License’ SH20] W3 ¥ 30| MA 7|5 /2 & ‘Check HHES

Welcome, BDC
Sagct My Account
3. S20| 22 E|H BlEHO| ‘Save’ HHES S2|3}0] #Z |82 | my/Company
MRSk CF.
TSgHN Integrations

Credentials Manager

Logout

License

Heense Key: ?:! EE‘ m

Expiry date: 19 October 2021
Available for install: 0

Total: 47

Mailboxes: 0

Monthly License Usage: ¢
Bitdefender Partner Change

Company Name: Partners & Customers
1D: ebcbafoab4181c1dods2d7bbd4727209

Address:

Phone:

Link this company to MyBitdefender (optional)




Install Protection

X2 44
L ZH5 O Ql O 7 ‘Pakages’ Of| 7 2 O| S &fLICt
2. AFCHAdd S22 223t O}

Bitdefender

GravityZone

Dashboard 'Yl () Download (=) Delete (&) Refresh
NS A \ 4
Network Name
Add
Packages
Tasks Security Server Virtual Appliance
Policies
Reports
2 :H|EC|HC QEZQIE X 22 PC, MH, 7H43l § RE 2F &40 ti35t= & 2XI222 HSELICH
MA2 NE -
L A3 ARt 8= HX| 2 0|52 Y- YL New Endpoint Package x
2. ‘Modules’ 322 So) MK 20| ZBE BES | oo )
MENSHLICE (] SO #F 7Hs) e
D tion:
- Antimalware : 24 A E EFX| 8l X| & (7] &) e :
Language: English
- Advanced Thread Control: 34 | 7| HIEFX| Modules
- Firewall: |:|| '?'-Iﬂ [t E|'0|H'| 7| [ §|_|:_ﬁ| B4 Advanced Threat Control
Firewall
- Device Control: O X{| | O] (USB M ZHOfK| £ ) & Gontent Control
Device Control
- Power User: AF2 X} 2t 4 AN ASHE G Power User
3. AE-I XI % g:l| 'c‘él-% AI_-| E_||1 'gl- |_| |:|.. Roles: Relay Exchange Protection
o - Scan mode
-Relay: 2X MH Aot =3
. o Automatic Custom Scan Mode
- EXChange PrOteCtlon : MS _lﬁx-" Ol—lxl g% o Custom For computers: Central Scan v Fallback | Local Scan v
4. ?:-II Al‘ ECIJ'A_! % ﬁ E_||| -ﬂ‘ L_l EI‘_ For virtual machines: Central Scan Fallback Local Scan
- Automatic : A|AHI 2| AA 7| Xt MEH o o o
Deploy endpoint with vShield when a ViMware environment integrated with vShield is detected
- . =OFXRI=S| Zgloc A
Central Scan <) C>I- =] 3%1 = E|-_|_— ?:I Al‘ Security Server Assignment
-Hybrid Scan: EEIRE/EHAINHA S | . ®
_ Local Scan E; O" HEI__I% E,I-6|-O1 ?:_!Al_ Priority ubuntu (192.168.0.35) w Custom Server Name/IP Actions |
bitdefender-sva (192.168.159.139)
‘Central Scan’ 7| 52 Advanced Business

2pol A& ALG A0 2t MBS £ gLCE




Install Protection

6. MK M AAILH S YSH= QR ‘Scan before [ Scan before installation ~
Insta“ation, Q%% IA_-l E_||| -éél' I—l EI‘. zs‘ecu.sm;r:linstallaliT path
et uninstall passwor
7. AHERE A WIS o) A MY O | & st s
42 ‘Set uninstall password’ &t 25 MEH & IfA
o|C = oladstL|C}.
-r-l =s=7= | |- - ® Custom Groups Selected Groups
8. ‘User custom folders’ &t2-2 MEHSIO] A X| A| - sty
S22 #e 182 1Y 4 AsLH e s o
0. 22| = SIS I 2 WAY T4 A
‘Custom Communication Server IP/Hostname’
=2 HAstD MY IPE LT}
10. Save’ HHE 2 22810 MH S KEELICh
Deployer
Connect to GravityZone Appliance
Custom Communicalion Server IP/Hostname 192.168.0.35:8443
Use proxy for communication M
SR :HEC|HCE AEZQIE HX[E2PC, MH, 713l § ZE 2% &40 | 85t= S X222 XS EL
HEZOIE MX| (For Windows)
1. ZH= 0|0l O & ‘Pakages’ 0| 2 O| =3+L|C}. (¥) Add (3 Download (&) Send download links (=) Dele
-| o ‘ U
2 M5 X2 S22 HA S T 0 5 Download 5 Mame|  Windows Dovnader  + Language
Sagct ' [ .
Windows kit (32-bit)
3. ‘Windows Downloader &2 & MEH S MX|ES CIREE !
o Windows kit (64-bit) ;
'6='!- L|C}. B test English
Defaul Linux Downloader . English
- Windows Downloader : &| = 2 C}2 2 A X| 2 (3.3MB) Defaut Linux kit (32-bit) English
- Wi i _bi o = MLl & Linux kit (64-bit)
Windows Kit (32-bit) : 2| =L 32H|E& E MX| = (400MB) knitd Engiish
- Windows Kit (64-bit) : 2| =2 64H|EE & M X| = (400MB) Mac kit
NEosPlunge Lanan e English
- Linux Downloader : 2| 5 A Ct2 2 M X| & (8.2MB)
- Linux kit (32-bit) : 2| 5 A 32H|EE & A X| 2 (309MB)
- Linux kit (32-bit) : 2| & A 64H|EE E A X| =2 (309MB)
- Mac kit : O 2 MAC 0S& A3 & E MX|E (180MB)
ALC2RE @2 MUS X[ Y A|L2-C 2 0|5 3 ZASHY
X E gLt
79| : ‘Windows Downloader’ A%| 20| 7L C[}2 2 E W2 TjUo| THUHS AR X} Q0|2 HASIH MX|7} e X| &
L|C}. ‘Windows kit’ MX| 2.2 njel™ A n} 2atskL|C}



Install Protection

5 8K 2 oY S HE2E Sl LR 207 X THAf 2+
ZES MHZRE RZE gEL
6. AX| 7} Ao 2 2 F T| M ‘Installation complete’

M A|X| 7} LIEFLF ‘Finish’ HE S S2I510] AKX E Download speed: 11.16 MB/s
Estimated time left 1 second

Bitdefender

SELLH

75K X0 32 ML YL RS Lck

3/3 Finish

///' "‘\\‘.‘ .
\ v )Installation complete!
N

Scan results:
0 threats disinfected

Endpoint Security Tools

o : 7|Z0j| A% B H| ECIHC| MBS ARISHD MUK S T sHs Z0i= Al KT 0 WSt

ANEZQIE HX| (For Linux) - -
(+)Add  (¥) Download EORELLELE IS
1. 2% 0 Q! Oj| = ‘Pakages’ I = 2 0| St L|C}
2 MME X2 H2S A S YT ORS ame
‘Send download links'S & &!8tL|C}.
3. ‘Installations links’ 2 5} = ‘Linux Installer Z2E 2 AlgtL|C}.
test BEST
* Installation links
Windows Downloader: ‘ htlps:,n’fdoud.gravityzone.hitdefender.com}PackageszSTMNfO;‘setup|

Linux Installer:

Mac kit: https://doud.gravityzone.bitdefender.com/Packages/MAC/0/kELSFZ/B




Install Protection

4, )\E‘ixl [Hé)l‘ Ali%’ Root 7:”@2; i:].?_l %l' |_| |:|-_ 1:Fi‘lte.L Eﬁfilitﬁ4view Search Terminal Help |
ota =
5. Wget HHE Eol| AX| Ij7|X|E CHR2EZ = SHL|Ct |- ruxrwxrux. 1 root root 5308339 Jun 16 23:33 bdconfigure
[root@localhost test]# rm - b*
. [root@localhost test]l# 11
(2 AFSH Linux Installer A2 213) fota e
[root@localhost test]# wget https://cloud.gravityzone.bitdefender.com/Packages/
ex) wget https://cloud.gravityzone.bitdefender.com/... ETNI¥/0/9nPyHx/installer

--2016-07-26 23:49:25-- https://cloud.gravityzone.bitdefender.com/Packages/BSTN
o Ix/8/9hPyHx/installer
6. #chmod +x mstaller 3 E1 o=Z J-'-'I Dl AJ H:‘ 2z °|‘L| I:l'. Resolving cloud.gravityzone.bitdefender.com... 52.72.16.48, 52.71.89.179, 54.210

.193.196
H E4 [©] FShN SHSHL|C Connecting to cloud.gravityzone.bitdefender.com|52.72.16.48|:443... connected.
7. #/InSta”er E | '— SE | I- HTTP request sent, awaiting response... 200 OK

Length: 32383 (32K) [text/html]
8. MAX o2 MX|7} Qb2 | ™ #bd status HHO 2 Saving to: “installer”

MH|A AFERE &}0I5tL|C} 100%[ 1 32,303 --.-K/s  in 8.001s

2016-87-26 23:49:26 (56.8 MB/s) - “installer” saved [32383/32383]

[root@localhost testl# 11

total 32
-rw-r--r--. 1 root root 32303 Jul 26 23:49 installer
(reverse-i-search)™ ': J

[root@localhost test]# bd status

BitDefender Live! Daemon (bdlived) (pid(s) 21186) running... for @d ©h 1m 31s
BitDefender Watchdog Daemon (bdmond) (pid(s) 21174) running... for @d 6h 1m 31s
BitDefender Scan Daemon (bdsrvscand) (pid(s) 21887) running... for 8d 8h 1m 44s
BitDefender Endpoint Agent Daemon (epagd) (pid(s) 21877) running... for @d eh 1m|
445

BitDefender Logger Daemon (bdlogd) (pid(s) 21878) running... for 8d Oh 1m 44s
BitDefender Registry Daemon (bdregd) (pid(s) 21864) running... for 8d 8h 1m 44s
[root@localhost test]# []

X2 W= (CHREE 3 MY HS)
(+)Add  (¥) Download EORENL L L NEV TS
1. 4% 0f| @ O| &= ‘Pakages’ I 7 2 0| STt L|C}

2. MME M2 SES /T S MEHH S S Hame

‘Send download links'S & &!8tL|C}.
3. ‘Send email invites for multiple installs’ &+=-0f| Hj &£ CH A
AMEX OIS SFeH

4.'send’ B{ES 2 2/8tL|C}

=2 -

test BEST

Installation Links b4

Send email invites for multiple installs

khham@bitdefenderkorea.co.kr lab@bitdefenderkorea.co.kr

* Installation links

Windows Downloader: https://doud.gravityzone.bitdefender. com/Packages/BSTWIN/0/setug
Linux Installer: »ud.gravityzone.bitdefender.com/Packages/BSTNIX/0/kELsfZ/installer
Mac kit: https://doud.qgravityzone. bitdefender.com/Packages/MAC/0/kELsZ/B

These packages work only for the target company. Do not use these installation packages for other companies.
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CLTRYE

Bitdefender

1 }-l'é |O| D'" ‘Policies’ I:I'”‘II:I'E Ol %_6!;!- Ll I:l" GravityZone
2 ATHAdd S22 2L —— B n
ashiboa (+) Add (w) Clone Policy () Set as default
3.0 M| R g B 5EH Save’ HHES 22 . o
sto] WHg MEELCH Network T
4. ‘Set as default’ &t =22 S 2l5}0] MEHSI M S Packages
CIBE MMoR wyY + ASLCH
_ Tasks Default policy (2760) (default)
5.C1ZE MM el =S 249 180
- Default Windows (3060
RS0z HEEN 1Y WY Rojs Policies o)
‘Assign policy’ & S8} K& 4 &Lt
Ak > N B2 4
‘ ) S Q3 & o olads
1.'Name ?DI-%O." Al- OE O-IQ" DO:' = g E_:’l °l=||- Ll I:l-' ) General Policy Details
2.CHE AE AR RISl MM S BAStE S — o -
6" %% 70:1 _?_ ‘Allow other users to Change Notifications Allow other users to change this policy
this policy’ 3t 22 x| 3 gFL|C}. Settings
History
Communication
Created by BDC
Update
Created on N/A
¥ Antimalware
Modified on N/A

= Content Control

5= Frewall

Inheritance Rules

¥ Device Control

Module * | Section
) Relay Module Section
£3 Exchange Protection
st > oY S 4
£ General silent Mode
1.Silent Mode: IEZQOIE SXA0| B O2tR2 = )
’é’EH 01|A1 )él %4 a |_| I:I" Details Show icon in notification area
Notifications
- Show icon in notification area : ¢l EZ QI E 0f Settinge Display alert pop-ups
0|I:H| Ez2JE c>)\-Iol-|_| |:|-
- Display alert pop-ups : A|--9-X|- SHHO| B Communication
|A|X|§ I:él-AHA';;‘ | = 72178 OPEE St |_| |:|-_ Update Display notification pop-ups

- Display notification pop-ups : 2 HIX O 22l
&S AFEXL 2O E & Al LI = =
A| ‘Show Modular Settings’ & 22510 M| &5
22 HEY + YBLCH

- Endpoint Issues Visibility : QI = 3 O E Ul ACHO|
HAIEIE AAH 23 4+F Y2 Q-
Es 720, 41, 9l 3tHA 2 77| 2|0
‘Show Modular Settings’ & S 2/5}0] M| &
S22 HEs 4 YaLo

=3
o

“1) Relay

@ Antimalware

< Show Modular Settings

5% Firewall

Endpoint Issues Visibility

= Content Control

) Device Control

A Show Modular Settings

£3 Exchange Protection




ot > J|Et 878

1. Password Configuration : AIE I O| E AFX|| A|
X

HA9IE 20| BRsHES QYL
- Enable password : IjA Q| E S5}
- Keep installation settings : A X| 2 X| &t A| A ™H &

A9 ||

- Disable password : I| A Q| E AR SHX| 242

£ General
Details
Notifications
Settings
Communication
Update

@ Antimalware

Password Configuration

O Keep installation settings
Enable password
Password
Retype password

Disable password

- Postpone reboot : X} = X E El &17|
- If needed, reboot after installing updates every :
IH|0|E S AR TRA| 28 AlZH M
2. Signature Update CIE S AR HHOIE MM
3. Update Locations: 1| 0| E MH F
- add location : AF2%F HH|0|E M T=A &

A XA

- Use upgrade.bitdefender.com as fallback location :

A0 O| E AlI{ A| upgrade.bitdefender.com © 2
failover =&l
4. Update Ring : A O] E AMH|A 2| MH
- FastRing : H|E}HH ™ AMH|A S Al 0| E
O] MB|A &S & ASLICH 2 250]
EHOFX|LE 2 o g3 E T S0| 7L
-SlowRing: HAlo 2 AGO|EEl 2 & 8
T AH| A WL

Communication
Update

@ Antimalware

on

£w Firewall

Content Control

((J

¥ Device Control

1) Relay

[ vl

7 Exchange Protection

2. Power User : M X| 2 M| & A 0] ‘Power User’ Proxy Configuration
—— " % Firewall
DEO0| XL 0 = E 2R ‘Power User’ StHE2 S o
= Content Control Server: © http://proxy
e o ~ L A = = = Content Control
MEH = ALESH 0K 6t= AR EE - L CH o - -
INASICE MXNBIX| QS HO E L O|E O ¥ Device Contral
‘u'H—'I"I = = Ool'xl ST oT Olll—ll'j—' I—l——l Usemame username
It o % St S A o
l-'-I"I'-I'I'r 'I EEjl’ = ggl'Elxl %tg Ll I:" ey Password
23 Exchange Protection
Power User
Password ssasssse
Retype password:
Note: The password must contain at least 6 charact
least one digit, one upper case, one lower case and
olH o E AMX]
= |_I- > ° E‘"OI_ =20 O General Product Update
= = A-I X‘I Details .
1. Product Update : @ & A L|0|E Recurrence: Hourly v
- Recurrence : A|ZF, 274, 7 M EH Notifications Updale interval (hours): 1
: . =
- Update interval : 1{|0| E 7| 84X Settings Postpone reboot

If needed, reboot after installing updates every Day

Signature Update

Recurrence: Hourly

Update interval (hours): 1
Update Locations

Add location
Priority  Server

1 Relay Servers

Use upgrade bitdefender com as fallback location
Update Ring

Update Ring: Fast Ring N




£ General

LAA|ZEZHAl g Bt ct
i @ Antimalware
> Aggressive : O} =2
On-Access
>Normal: HE
On-Demand
> Permissive : &S ma
Setti
> Custom : A2 A AH ings
1 | SEC -
2. ‘Settings’ £ 2 2I510] AF2 X} Qlo|2 ZHA| S urity Servers
= ‘% Firewall
LT 4 USLCH .
-
3. Advanced Threat Control : 3§ 2| 7|5k ZEA| | & 5! £ Content Control
= SHSt Sl s ¥ Device Control
Q1% TR Al 33 WIS MFTLIC
) Relay

>Take no action: O} 2 2 SHQ| = S}X| U

e mb e KHE

[l

> Block : 3 Exchange Protection

> Delete: 2|3 mH ALK

u

H A

4. Ransomware Vaccine: 224 &l

On-access Scanning

- Aggressive
- Normal
- Permissive

Q - custom

Advanced Threat Control

Default action for infected applications: | Block

Settings

Permissive - Not recommended

- Aggressive

This option will set the detection rate of Bitdg

- Normal

O - Permissive

Ransomware Vaccine

Custom - Administrator-defined settings

2
ot oot A =5 XHEFRLC

%‘*l?_l' I'*l E-"I:HI *I‘RII' Mx-l

On-access scanning Settings

1. File location : ZTA|CHA O S M
>Scan local files: 24 E210| 2

= E2tol=

File location

N L
> Scan network files : | E £ Scan ocal s

> File Types : R ET}Q, Al oH SHIIHQl, AFE K} File Types: Al files
XC->|9| g}?g—xl. r,_l.OEI % An_-l E_I|| Scan network files
> Maximum size : ZAAFCHAF I F 7| |3t File Types All files
Maximum size (MB) 20
2.Scan: ZFA|CHAL ZHE| 2] A ™
Scan

> Only new or changed files : Aj 2 2 I}
i B E DU ZHA

> Boot sectors : £ E M E ZHA|

> For keyloggers : 7| 274 It ZHA|

> For Potentially Unwanted Applications :
HAH o2 Y3 Of Z2|H 0| M ZA|

> Archives : Q-=1Q ZHA|

> Deferred Scanning : X| ¥ ZHA}

Only new or changed files
Boot sectors

For keyloggers

Archives

Archive maximum size (MB)

. o Deferred Scanning
. o
3.Scan Actions : X| & S| ™

> Deny Access : I} 2l X} &t

> Disinfected : X| &

> Delete : AFX||

> Move to quarantine : 42 A 2 0|5
>Take no action : O} 2 21 SHQ| & S} X| &S

Scan Actions

Default action for infected files:

Default action for suspect files:

“ cance!

Archive maximum depth (levels):

For Potentially Unwanted Applications (PUA)

10

Move files to quarani ~ Alternative action

Deny access \ Alternative action

Move files to quarant ~

Deny access




QtE| HHAO| > o AFHAL 27

1 ‘Add H{ES S3}0] 02 ZAIE SEELICH
e man Ix

>Full Scan: 2= EZ210|E AHA}

o AA

2. ZAAHCHAY X B &M B2 ‘Custom Scan’ A EH A|

bt

> Quick Scan :

> Custom Scan : AF2 A A

3. Device Scanning : Q| 2 M AEK| HAALE H™ L Ct
> USB Storage devices : USB X &} &+ X| 7} Ol Al | TH
AHEOE HANE SUFLICH
> Mapped network drives : | E Q|3 EE}0|E O & A|
Xl'EOE 7-IA|.E _'_oHol'I_I |:|-.
> Do not scan devices with stored data more than :
AEAE7EZelgt 3 7] ol g2 K

HALS 8Bt R| LB LICH

g A of tioi M=

£ General Scan Tasks

@ Antimalware . .
(+) Add (=) Delete
On-Access
Task Name

On-Demand
Settings
Security Servers
5w Frewall
= Content Control
¥ Device Control Device Scanning

“1) Relay i
CD/DVD media

.-.
g

Exchange Protection USB storage devices

Mapped network drives

Do not scan devices with stored data more than (MB)

Ol F AL AFEX} gl E7 - At

—

1. Task Name : AF2SH 0| E 2 ¢ 1'6'H_| C}.

> Run the task with low priority :
HALE L

> Shut down computer when scan is finished :
AL 22 2 AlX

2. Scheduler : ZAAF A|Z2HS
Z

gs 2L

aggct

> Start date and time : ZAA} A|2F A|ZHAH

>Recurrence : HH2 =3 M

> If scheduled run time is missed, run task as soon as
possible : Of| 2F HALZL =3 E|X| U2 B 7t

|-XI- |;||;||-E A|7|-01| XH7-IA|- AoH

Edit task

General Options Target
Details
Task Name: My Task

Run the task with low priority

Shut down computer when scan is finished

Scheduler
Start date and time - 02/27/2017 \ 06 - |. 58
Recurrence
© Schedule task to run once every : 1 day(s)
Run task every: Sun Mon Tue Wed Thu

If scheduled run time is missed, run task as soon as possible

Skip if next sc s due to start in less than

Cancel

Fri

Sat




Ol F AL AHEX} Ho| 27

- dAr 24

1. Scan: A AFCH A I
TSI

CCEREE=

2 8-S MetLC

2. Archives :

3. Miscellaneous : Z4 AFCHAF 7|-E1|_T|_
4. Actions: A MHALE X2 SME

=
s oBoz ol F2 1Y AN NS BE
i IR <1

Edit task

Scan: All Files

Archives

Scan inside archives
Limit archive size to (MB):
Maximum archive depth (levels):

Scan email archives

Miscellaneous

Scan boot sectors
Scan registry
Scan for rootkits

Scan for keyloggers

Scan network shares

Actions

Default action for infected files Disinfect
Default action for suspect files: Ignore
Default action for rootkits Disinfect

Scan memory
Scan cookies
Scan only new and changed files

Scan for Potentially Unwanted Applications (PUA)

- Alternative action Move file

- Alternative action Ignore

Edit task
O 2k HAL AFE X} 2| B - HAFCHY
‘General Options Target
1. Scantarget: A} CHAIS Q&S| Cl A ZE £ =
N . Scan target
HOjYE YAOR YT 4 YLk
2. Exclusions : Z4AFO] Q| CHAFS MEASILICE 7|2 K02 | | swausersrrornrs
7| zol MHE oleiHe 228 2320, Pl s folders o b s
‘Define custom exclusions for this scan” MEH A| 5| M
oelXz gd5s Fote = ASH
3.5 4 22 S ‘Save’ HHE S S23}0] 0o A}
g=2558 4 YaUrh
* Exclusions

Define custom exclusions for this scan

Cancel

File Spedific paths

© Use the exclusions defined in Policy > Antimalware > Settings section.
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1. Quarantine : A A At

]
mo
rx
ujo

x
oz

ot
r

ofL|C
- Delete files older than : AT 7S X1} A|
AYA0| E2tE TS Al
- Copy files to quarantine before applying the
disinfect action : X| 2 =3 M IS AL 2

2 ALt

2. Built-in Exclusions : 7| &2 0f| | & =& At&8tL|C}.
3. Custom Exclusions : Al X} HO| 0| Q2| =S

F7retL o)

-Type: I, B0, AL Z2 ML T M

- Specific paths : 42 &

-Modules : HA|ZhH =5, HL(7|Ht 25 T MEH

4. Export U 7 & ArE5H0] M E o X 2[gd=S
CSV O} 2 L 2 LH7H L} Import O 5 & ARSI
£ 27|77} 7bs8t L C}.

£ General
@ Antimalware
On-Access

On-Demand

Quarantine

Delete files older than (days): 30

Submit quarantined files to Bitdefender Labs every (hoursy 1

Rescan quarantine after malware signatures updates

Copy files to guarantine before applying the disinfect action

)

"
bt

Settings
Security Servers
Firewall
Content Control
Device Control
Relay

Exchange Protection

Built-in Exclusions

Custom Exclusions

() Bxport (=) Import

Type
File

Folder
File

File

Files, folders, exi
= | Spedific paths

d:y

F\HFE st o H

Fi\BFEEHE\C1E

=9 A Qe o 2 EMX| El mtUof CHH 0f| 2| X 2] = Type &= ‘Process’, Modules E+2-2 ‘ATC/IDS’ 2 MEHS] Of ghL| C}.
wahs > Uyt 47
1. Firewall : Bt5tH 7|58 On/Off & L|C}. £} General Eirewall
- Block port scans : ILE AZH K}CH . -
. . | ARITE Block port scans
- Allow Internet Connection Sharing (ICS) : Q1 E{ il
2o 8 ta Firewall Allow Internet Connection Sharing (ICS)
O 'I'I'
Ge | Monitor Wi-Fi connections
- Monitor Wi-Fi connections : Wi-Fi 1 Z4 2 ZtA| ner
o4 Log verbosity level Low -
- Log verbosity level : 2 71 2HAH 7|t A Settings & Log Y
Rules Intrusion Detection System (IDS)
2. Intrusion Detection System (IDS) : %! QI X}EF A| A EI -
QO SIMBL S - LT ; Normal - Recommended f
AHE S 23t gL Ct - Aggressive
. ¥ Device Control
- Aggressive : QIMIMN, R EZF|, 7|24 KL, O - Normal
QEtEZ o 1) Relay - Permissive
-Normal : : dil QIEIMH, T EZ| X} EH QEH2HE S 7t £3 Exchange Protection

- Permissive : 2 E Z| X

M
to
m
fot
L]
In
oo




1. Networks :

2. Adapters : &

‘Network Profile’

o2 Gateway, DNS, IP HQ
-" E O_Ii .I_LEJ-IJ o A-I{_:I"c'él-

Ztedzt gl AU
‘Network Invisibility’ gt=2 ‘Off ™S

S22 ‘Trusted’,

© General Networks
@ Antimalware
Trusted Network + | 00-00-00-00-00-00
-
& Firewall Name + MNetwork Profile  Identification MAC w»
General
Settings
Rules
= Content Control
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